Covert Communication in a Dark
P2P Network

A major new version of Freenet
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- Disadvantage: Vulnerable to “harvesting”, ie.

o
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Navigable Small World Net-
works

« Concept of similarity or “closeness” between
peers

* Similar peers are more likely to be connected
than dissimilar peers

~ You can get from any one peer to any other
simply by routing to the closest peer at each step
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« Kleinberg’s model suggests: there should be few
long connections, and many short ones.

* We can assign numerical identities placing nodes

in a grid, and do it in such a way that this 1s
fulfilled.

- In other words, we ‘“‘reverse engineer’ the nodes
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The Method

* When nodes join the network, they choose a
position randomly.

- They then switch positions with other nodes, so
as to minimize the product of the edge distances.
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* Simulated networks are only so interesting, what
about the real world?

+ We borrowed some data from orkut.com. 2196
people were spidered, starting with Ian.
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Preventing Malicious Behaviour

Threats:

= Selection of 1dentity to attract certain data
© Manipulation of other node’s identities
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Ensuring ease of use

= Peers will need to be “always on”
* Peer introduction

+ Email
- Phone
- Trusted third part
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